and these words are expanded to a sequence of 64 words through the message
schedule:

00(X) = ROTR'(X) ® ROTR®(X) ® SHR*(X);
01(X) = ROTRY(X) ® ROTRY¥(X) @& SHR¥™(X);
Wy = o1(Wi_2) + W7+ oo(Wi—15) + Wi_1s

where ROT R™ is right rotation by n bits.

The 8 registers are updated through a number of rounds. The SHA-256 com-
pression function consists of 64 rounds. Every round function has arithmetic
addition, a round-dependent constant K;, two linear functions Xy, X1, and two
non-linear functions CH, M J.

CH(X,Y,Z)=(X AY)® (X A 2);
MJI(X,Y,Z)=(XAY)D(Y AZ) & (Z A X);
Yo(X) = ROTR?*(X) ® ROTRY¥(X) ® ROTR?*(X);
Y1(X) = ROTR8(X) ® ROTR¥(X) ® ROTR®(X),

where X is bitwise complement of X. The ¢-th round of the compression func-
tion updates the 8 registers using the wordWW,; and the constant K; as input.
The compression function updates the 8 registers according to the following
algorithm:

TL(E:, Fy, Gy, Hy, Ke , W) = Hy + X9(Ey) + CH(Ey, Fy, Gy) + Ky + Wy
T2:(Ay, By, Cy) = Xo(Ay) + MJ(Ag, B, Cp);
Hivy = Gy Girr = Fy Fran = By By = D+ Ty
D1 = C;Cer = By Biar = Ay Ay = T+ T2,

5.2 Application to the SHA-2-XOR

We consider a SHA-256 variant in which every arithmetic addition is replaced
by XOR operation. We call this variant SHA-2-XOR.

We discuss pseudo-collision resistance and pseudo-randomness of this func-
tion. In the ideal case, the attacker would require a complexity 222 to nd a
pseudo-collision and if both of an input di erence and an output di erence are
xed, then the probability that a plaintext pair with the input di erence results
in the output di erence is 2 ~2%6,

At SAC 2005 [20], Yoshida and Biryukov presented a pseudo-collision attack
on the reduced SHA-2-XOR with 34-rounds using the best one-round iterative
characteristic with a high probability 2 —8. The attack is of complexity 2'2° and
uses the input modi cation technique which ensures some conditions to hold so
that for the rst 19-rounds no probability is paid.

Here we consider an attack which also uses this iterative characteristic but
in order to improve the probability for the rst several rounds, we apply the
technique of neutral bits, instead of the input modi cation technique.



Here P = A|||B|C|D|E|F|G|H

6 = 0xb3b3b3b3 0xb3b3b3b3 0xb3b3b3b3 0xb3b3b3b3
0x0c0c0cOc 0x0c0c0cOc 0x0c0cO0cOc 0x0c0cOcOc

!
B(K,P)® B(K,P®d8)= 6

In this section, we will see how much the method presented here improves
the probability of this characteristic by using the particular set of plaintexts ,
rather than using a set of randomly chosen plaintexts. We set the key valugs
to be 0 so we study the resulting function £/(0, P).

Table 3. The set of neutral bits of size 27 for r = 7, (the bits are numbered in the
range O, ..., 255)

P= 0x4939a45a 0x79ec4172 0xf0ef5249 0x29b5bb6f
0xd92f76e4 0x21962dfe 0xd88e64f6 0x7b624d63
P 6= Oxfa8al7e9 Oxcab5ff2cl 0x435celfa 0x9a0608dc
0xd5237ae8 0x2d9a21f2 0xd48268fa 0x776e416f
Pairs: (128 0), (129 1),(132 4),(133 5),(134 6),(135 7),(136 8),
(137 9),(140 12),(141 13),(142 14),(143 15),(144 16),(145 17),
(148 20),(149 21),(150 22),(151 23),(152 24),(153 25),(156 28),
(157 29),(158 30),(159 31),(165 37),(166 38),(167 39)

For » = 7, an experiment using the algorithml gave us a 2-neutral set of
size 53. In order to estimate probability with a practical complexity, we took a
sub-set of size of 27 shown in the Table 3.

Our experiment con rmed that the probability of 10-round of this character-
istic obtained from this 2-neutral set is 2-23:678072 which is slightly more than
2724 This is 2% higher than the probability in the original characteristic.

This means that with a probability 2 ~23-678072 the following equation holds:

ElO(Oa-P) @E10(01P$6) =9

In practice we found 10 right pairs of plaintexts (P, P®4) with complexity 2 27.
What this means to the security of SHA-2-XOR (E( K, P) with the Davies-Meyer
chaining) is that for such a plaintext P, a pair of chaining variable (P, P& d) and
a pair of message 4/ = 0, M’ = M) produces a pseudo-collision for 10 rounds
of SHA-2-XOR hash function. A pair of plaintexts which produce such a pseudo
collision is as follows:

P = 0x4939a45a 0x79ec4172 0xfOef52a9 0xa8161bbe



0xd92f76e4 0x21962dfe 0xd88e6416 Oxfacledb2
P ® = 0xfa8al7e9 Oxcabff2cl 0x435cella 0x1ba5a80d
0xdb5237ae8 0x2d9a21f2 0xd482681a Oxf6cdelbe

Now the interesting question is how many rounds we could add to this 10-
rounds from theoretical point of view. In principle, we can use 768 bits of input
in the case of SHA-2-XOR. What we need to consider is that how many input
bits we have used so far and will be able to control to add rounds. In order to
obtain 10-round pseudo-collisions, we had to do two things:

1) Fix each of the words Wy, Wy,...,Ws t0 0

2) Use the 2-neutral set of size 27

This means that we use 7 32bits to construct 10-round pseudo-collisions,
therefore we can control the message worddy7, Wy, ..., Wis (=freedom of 9-
32 bits.) to add 12 rounds.

This discussion above means that 38-rounds of SHA-2-XOR has weakness
in randomness and 22-rounds of SHA-2-XOR has weakness in pseudo-collision
resistance.

5.3 Application to the SHA-256

SHA-256 in encryption mode was proposed for use as a block cipher by Hand-
schuh and Naccache and named SHACAL-2 [11]. The block cipher was selected
as one of the NESSIE nalists.

In [17], an attack on the reduced 32-round SHACAL-2 using a 14-round
truncated di erential characteristic is presented. Since the round function of
SHACAL-2 is exactly same as the round function of SHA-256, this 14-round
characteristic shown in the Table 4 can be considered as some interesting prop-
erty of SHA-256. In the Table 4 we denote bye;, .. ;. ~ a 32-bit word that has
1's in the positionsiy, . . ., 4%, and unconcerned values in the positions of the bits
(ir +1) ~ 31, and O's in the rest of bit positions and we also denote by, a
32-bit word that has 0 in the positions 0 and unconcerned values in the other
bit positions.

This characteristic has a probability 2-32 which has been improved to ap-
proximately 2787 in [17] using two kinds of technique:

1) Fixing some bits of plaintext pairs
2) Computing possible dEo values and construct multiple di erential charac-
teristics.

Here we use the technique described before to improve the probability and
compare the results with the ones in Table[17].

We found a pair of plaintexts with the set of 20 Neutral Bits for » = 5, which
is shown in the Table 5.

Our experiment con rmed that using this set gave us a probability 2801
for the 14-round truncated characteristic. This is about 2'° higher than the
improved probability in [17].



Table 4. A 14-round truncated di erential characteristic ( M; = 9,18 299, M, =
£6,9,18,25,29g, Mz = 6,9, 18, 20, 250)

Round dA: |dBt |dCy | dDy dE; dFIt dGy |dHy Prob.
Input( t= 0) 0 0 |em 1 0 0 e31 M , 0 [27™
1 es1| O 0 | em 1 €31 0 €31 |em o 2~
2 0 |e1| O 0 0 es31 0 €31 272
3 0 0 |ea 0 0 0 €31 0272
4 0| 0| 0] exn 0 0 0 Jea| 1
5 esn| 0] O 0 0 0 0 027
6 em,|es| O 0 0 0 0 0 1
7 20 |em,|ea| O 0 0 0 0] 1
8 ? | 20 lem,| es1 0 0 0 0 1
9 ? ? | 20 |em si~| €31 0 0 0|27%
10 ?21?2|? 20 |emai~| €31 0 0 1
11 21?2 ? ? 20 |emasi~| €31 0 1
12 ? ? ? ? ? 20 (&Y 3~ €31 1
13 21?7 ? ? ? 20 |es31 1
14 20?2 ? ? ? ? ? 20

Table 5. The set of neutral bits of size 28 for r = 5, (the bits are numbered in the
range O, ..., 255)

P= Ox2e76ad25 0x3c0d407b 0xd54f19d7 Oxe8c7eleB
0xb25f725¢c 0x618fad55 0xb63b2fe8 0x9326a499
P 0o =|0x2e76ad25 0x3c0d407b O0Oxf54blbd7 Oxe8c7eleB
0xb25f725¢c Oxel8fad55 0x942f2da8 0x9326a499
Singles: 45,46,49,51,71,74,75,87,88,153,172,
176,186,192,198,199,200,209,214,220




6 Conclusions

We applied the Biham-Chen attack to analyze SHA-like hash functions regard-
ing pseudo-collision resistance and pseudo-randomness. Using our scenario, we
presented a di erential attack on the MD5 hash function and a di erential attack

on a variant of SHA-2-XOR hash function. We also studied the several rounds'
property of the real SHA-256 function. We observed that in all the case, some
previous results on the di erential probability were improved. For the future
work, we will use other kinds of neutral bits (triplets) to attack more rounds.

We think that even better probabilities may be obtained with the resulting set.

Acknowledgements

The authors would wish to thank Dai Watanabe for helpful comments and useful
discussions.

References

1. E. Biham, R. Chen \Near-Collision of SHA-0," in  Proceedings of CRYPT 2004,
LNCS 3152, M. Franklin, Ed., pp.290{305, 2004.

2. E. Biham, R. Chen, A. Joux, P. Carribault, C. Lemuet, and W. Jalby, \Collisions
of SHA-O and Reduced SHA-1," in Proceedings of Furocrypt 2005, LNCS 3494,
R. Cramer, Ed., Springer-Verlag, pp. 36{57, 2005.

3. E. Biham, A. Biryukov, A. Shamir, \Cryptanalysis of SkipJack Reduced to
31 Rounds Using Impossible Dierentials,” in  Proceedings of Eurocrypt’99,
LNCS 1592, Springer-Verlag, pp.12{23, 1999.

4. E. Biham, A. Shamir, Differential Cryptanalysis of the Data Encryption Standard,
Springer-Verlag, 1993.

5. A. Biryukov, D. Wagner, \Advanced slide attacks," in  Proceedings of Eurocrypt
2000, LNCS 1807, B. Preneel, Ed., Springer-Verlag, pp. 589{606, 2000.

6. A. Biryukov and E. Kushilevitz, \Improved Cryptanalysis of RC5", in Proceedings
of EUROCRYPT’98, LNCS 1403, K. Nyberg, Ed., Springer-Verlag, pp. 85{99,
1998.

7. B.D. Boer, A. Bosselaers, \Collisions for the compression function of MD5," in  Pro-
ceedings of Eurocrypt 1993, LNCS 765, T. Helleseth, Ed., Springer-Verlag, pp. 293{
304, 1993.

8. F. Chabaud and A. Joux, \Di erential Collisions in SHA-0," in Proceedings of
CRYPTO’98, LNCS 1462, H. Krawczyk, Ed., pp.56-71, Springer-Verlag, 1998.

9. I. Damgrd, \A design principle for hash functions," in  Proceedings of Crypto’89,
LNCS 435, G. Brassard, Ed., Springer-Verlag, pp. 416{427, 1990.

10. H. Dobbertin, \The status of MD5 after a recent attack,", Cryptobytes, Vol. 2,
No. 2, pp. 1{6, Summer 1996.

11. H. Handschuh, D. Naccache, \SHACAL," Submission to the NESSIE project, 2000.
Available from
http://www.gemplus.com/smart/r  _d/publications/pdf/HNOOshac.pdf

12. L. R. Knudsen and J. E. Mathiassen, \Preimage and collision attacks on MD2," in
Proceedings of FSE 2005, LNCS 3557, H. Gilbert and H. Handschuh Ed., Springer-
Verlag, pp. 255{267, 2005.



13

14.

15.

16.

17.

18.

19.

20.

A. Menezes, P. van Oorschot and S. Vanstone, Handbook of Applied Cryptography,
CRC Press, 1997.

National Institute of Standards and Technology, FIPS-180-2: \Secure Hash Stan-
dard (SHS)," August 2002.

R. Rivest, \The MD5 message-digest algorithm," Request for Comments (RFC)
1321, Internet Activities Board, Internet Privacy Task Force, April 1992.

M. Saarinen, \Cryptanalysis of Block Ciphers Based on SHA-1 and MD5," in
Proceedings of FSE 2003, LNCS 2887, T. Johansson, Ed., Springer-Verlag, pp.
36{44, 2003.

Y. Shin, J. Kim, G. Kim, S. Hong, and S. Lee, \Di erential-Linear Type Attacks

on Reduced Rounds of SHACAL-2," in Proceedings of ACISP 2004, LNCS 3108,
H. Wang, J. Pieprzyk, and V. Varadharajan, Ed., Springer-Verlag, pp. 110{122,
2004.

X. Wang, X. Lai, D. Feng, H. Chen, and X. Yu, \Cryptanalysis of the Hash
Functions MD4 and RIPEMD," in  Proceedings of Eurocrypt 2005, LNCS 3494,
R. Cramer, Ed., Springer-Verlag, pp. 1{18, 2005.

H. Yoshida, A. Biryukov, C. D. Cannere, J. Lano, and B. Preneel, \Non-
randomness of the Full 4 and 5-pass HAVAL," in Proceedings of SCN 2004,
LNCS 3352, C. Blundo and S. Climato, Ed., Springer-Verlag, pp. 324{336, 2005.
H. Yoshida and A. Biryukov, \Analysis of a SHA-256 Variant," in  Proceedings of
SAC 2005.



